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Quadratic fields and public key cryptography
Teresa Crespo and Elzbieta Sowa

Abstract

We present a survey on quadratic number fields, their groups of
units and classes of ideals as well as some applications of them to
public key cryptography.

1 Introduction

Cryptography is the art of disguise a message in such a way that only the in-
tended receiver can remove the disguise and read it. The message we want to
send is called plaintext and the disguised message is called the ciphertext. The
plaintext and the ciphertext are broken up into message units. We consider
the set P of all possible plaintext message units and the set C of all possible
ciphertext message units. An enciphering transformation is then a bijective
map f from P to C, its inverse f~! is called deciphering transformation. The
set-up

f =
P — C — P

is called a cryptosystem. The first step in inventing a cryptosystem is to
codify all possible ciphertext message units as an integer in some range, let’s
say from 0 to a positive integer n. The enciphering transformation can then
be seen as a map defined on Z/n . The origins of cryptography go back to
ancient times. For classical cryptosystems, security is based on the secrecy
of the keys used to build the enciphering transformation as the knowledge of
these keys allows also to decipher intercepted messages.

In 1976 W. Diffie and M. Hellmann [D-H] invented an entirely different
type of cryptosystem, public key cryptography. In a public key cryptosys-
tem, someone who knows how to encipher cannot use the enciphering key
to find the deciphering key without a prohibitively lengthy computation.
The enciphering transformation is then called one-way function. The best
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known public key cryptosystem is RSA named after its creators R.L Rivest,
A. Shamir and L.M. Adleman [A-R-S]. It is based on the computational dif-
ficulty in factoring integers. Let us describe it briefly. Each user chooses
two big prime numbers p and ¢ (having about 100 decimal digits) and set
n = pq. Knowing the factorization of n, we can compute the Euler function
w(n) =@(p)p(q) = (p—1)(¢—1). Then the user chooses at random an inte-
ger e between 1 and ¢(n), coprime to ¢(n). Finally, he computes the inverse
d of e modulo ¢(n). The user makes public the enciphering key K. = (n,e)
and keeps secret the deciphering key Ky = (n,d). The enciphering transfor-
mation is then

f: Z/n — Z/n

T — 2z modn

and the deciphering transformation is

7t Z/n — Z/n

Yy —  y? modn.

They are indeed mutually inverses as ed = 1 mod ¢(n) = z°¢ = zmodn by
Euler’s theorem.

In order to compute d from e we need to know ¢(n). It can be proved
that if we know that n is the product of two primes then knowing ¢(n)
is equivalent to knowing the factorization of n. Also knowing d gives a
probabilistic method to factorize n.

Other processes in number theory can be used to construct one-way func-
tions. One of the most important is raising to a power in a large finite field
[F,. If b is an element of the multiplicative group F; and y is an element of
[F; which is a power of b, then the discrete logarithm of y to the base b is any
integer x such that b = y. There are several public key cryptosystems or
public key arrangements which are based on the computational difficulty of
solving the discrete logarithm problem in finite fields. We shall describe here
the Diffie-Hellman key exchange protocol and ElGamal cryptosystem [E].

Because public key cryptosystems are relatively slow compared to classi-
cal cryptosystems it is usual to combine both, in particular to use a public
cryptosystem to agree on a key for a classical cryptosystem. The first de-
tailed proposal for doing this, due to W. Diffie and M.E. Hellman, was based
on the discrete logarithm problem. We suppose that the key for the classi-
cal cryptosystem is a large randomly chosen positive integer in some range,



let’s say < N. Choosing a random integer in some interval is equivalent to
choosing a random element of a large finite field of roughly the same size. If
the finite field is IF,r, we first choose an [F,-basis of this field, so that each
element corresponds to an f-tuple of elements of F,, we consider then the
integer having these coordinates as digits in the base p. We assume now
that ¢ is public knowledge as well as some fixed element g € F7, ideally a
generator of F;. Let A and B be two users who want to agree upon a key
which they will use to encrypt their subsequent messages to one another. A
chooses a random integer a between 1 and ¢ — 1, which he keeps secret and
compute g%, which he makes public. B makes the same, he chooses a random
b and publishes ¢°. The secret key they use is g®°. Both users can compute
this key. A third person knows only ¢® and ¢® and is not able to compute
¢® without solving the discrete logarithm problem.

In ElGamal cryptosystem, we use as well a large finite field F, and an ele-
ment g € Fy, preferably a generator. We suppose that we are using plaintext
message units with numerical equivalents P € F,. Each user A randomly
chooses an integer a, say in the range 0 < a < ¢ — 1. This integer a is the
secret deciphering key, the public enciphering key is the element ¢ € F,.
To send a message P to the user A, we choose an integer k£ at random and
then send A the pair of elements (¢g*, Pg?*). Notice that we can compute

g% as (g*)* without knowing a. Now A, who knows a, can recover P as

(Pg™)(g")17.

N. Koblitz [K2] and V. Miller [M] independently built up a cryptosystem
using elliptic curves defined over a finite field F,. The multiplicative group
IF? of the finite field is here substituted by the group E(IF,) of points with
coordinates in F, of an elliptic curve E defined over F,. The advantage
of elliptic curve cryptography is that we have a big choice for selecting the
elliptic curve and this gives that we can use integer numbers of a smaller size.

The reader can consult e.g. [K1] or [B] for more information on the above
matters.

Some variants of the public key cryptosystems described above have been
proposed which are based on computationally hard problems in quadratic
fields. They involve the unit group and the ideal class group of a quadratic
field. In this paper, we survey the unit group and the ideal class group of
number fields. We show explicit computations for these groups in the case
of quadratic number fields. We present two different cryptosystems based on
the unit group of a real quadratic field and on the ideal class group of an
imaginary quadratic field. Finally we discuss why imaginary quadratic fields
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appear to be more suitable for encryption systems based on class groups.

2 Quadratic Fields

2.1 First topics

We recall in this section the main topics on number fields, units and ideal
classes, chiefly in the case of quadratic fields. The reader can consult e.g. [N]
for more details on these subjects.

Definition 2.1. A number field is a finite field extension K of the field Q of
rational numbers, i.e. K is a field containing Q, such that [K : Q| := dimgK
is finite.

Example 2.2. A quadratic field is a number field K such that [K : Q] = 2.
It is easy to see that a quadratic field K can be given as K = @(\/8), for d
a square free integer, where Q(v/d) = {a +bVd : a,b € Q}. If d > 0, K can
be embedded in the field R of real numbers. In this case we say that K is a
real quadratic field. If d < 0, we say that K is an imaginary quadratic field.

Definition 2.3. An element in a number field K is integer (over Z) if it is
a root of a monic polynomial with coefficients in Z. It can be seen that an
element in K is integer if and only if its irreducible polynomial over Q@ has
coefficients in Z. The set of integer elements in K form a ring, which is called
the ring of integers of the number field K and denoted by Ok.

For an element in a number field K we can define the (absolute) norm
and trace. We give here the definition in the particular case of quadratic
fields.

Definition 2.4. Let z = a 4+ bv/d be an element in the quadratic field K =
Q(Vd). The conjugate of z is the element Z = a — bv/d. The trace of z is
defined by

Trio(2) = 2+ Z = 2a,
the norm of z is defined by

Nijg(z) = 22 = a® — V*d.



The following properties of trace and norm are satisfied for every number
field. In the case of quadratic fields, they are proved straightforwardly from
our definitions.

Proposition 2.5. Let K be a number field. The map
TK|Q K — @
z = TIgio(2)
1s a morphism of additive groups. The map
NK|@ . K — Q*
z = Ngjo(z)

is a morphism of multiplicative groups.

For an element z in the quadratic field K = @(\/8), the irreducible poly-
nomial over Q is X? — Ty g(z) X + N|g(2). From this fact, we obtain

2 € O & Tgip(z) € Z and Nk(z) € Z.

By using this characterization, the ring of integers of a quadratic field is
easily determined. If K = Q(+/d), with d a squarefree integer, we have

Ok =Z[Vd) = {a+b/d:a,b € Z},if d = 2,3(mod 4),

Ok = Z[1+2\/E] = {a+ b%ﬁ ca,b € 2}, if d = 1(mod 4).

The invertible elements of the ring Ok are called units. They can be
characterized by using the norm, namely

z€ O o N(z) = =£1.

Using this characterization, we can determine the units of an imaginary
quadratic field K.

Proposition 2.6. Let K = Q(v/d) with d a negative squarefree integer.
a) OQ(i)* = {:l:l, ﬂ:i},
b) Ogy=3" = {£1,£p, £p°}, where p = #j?’,

¢) Ogay = {£1}, in all other cases.



Proof.

a) The ring of integers of Q(7) is Z[i]. An element z = a + bi € Z[i] is a
unit if and only if A(2) = a® + b* = 1 and the only solutions in Z are
(a,b) = (£1,0), (0, £1).

b) The ring of integers of Q(v/—3) is Z[a], where a = %j?’ An element

b
inZa], z=a+ba = (a+ 5) + g\/—S is a unit if and only if N'(z) =

b b
(a + 5)2 + 3(5)2 = a?+b? + ab = 1 and the only solutions in Z are
(a,b) = (£1,0), (0, £1),(—1,1), (1, —1).
¢) If d = 2,3 (mod 4), the ring of integers of K is Z[v/d]. An element z =

a+bvd € Z[Vd] is a unit if and only if N(2) = a®> — db*> = 1 and the
only solution in Z is (a,b) = (£1,0) for d < —2.

If d = 1 (mod4), the ring of integers of Q(v/d) is Z[a], where a = &

2

1

b b
An element in Zla, z =a+ba = (a + 5) + 5\/3 is a unit if and only if
N(z) = (a+ 2)2 - d(g)2 = 1 and the only solution in Z is (a,b) = (£1,0)
ifd <-7.

We note that the ring of integers Ok of a number field is not in general
a unique factorization domain.

Example 2.7. We consider the number field K = Q(1/—5). Its ring of
integers is Ox = Z[v/—5] and Oj; = {£1}. The following equalities

21 =3 x 7= (1+2V-5)(1 —2V-5)

are two different factorizations of 21 into a product of irreducible elements.
Indeed, let us check that the factors are non equivalent irreducible elements
in (Z[v/=5]). If for elements z, 21,2y € Ok, we have z = 2,2, then N(z) =
N (21)N(22). Now for the factors of the above factorizations, we have N'(3) =
9, N(7) = 49, N(1 + 2y/=5) = 21 and N(a + b\/=5) = a® + 5b* cannot be
equal to 3 or 7 for a,b integer numbers, so the factors are irreducible. As
Ok™ = {£1}, they are non equivalent.

This lack of unique factorization led Kummer (1810-1893) to introduce
ideal elements. His idea was that there should be a further factorization



which fulfill unicity. It is known that the ring O is a Dedekind domain (i.e.

a noetherian, integrally closed domain in which every nonzero prime ideal is

maximal) and that Dedekind domains have unique factorization for ideals.
If I, J are two ideals in a ring A, we can define its product by

1J:= {Z(aibi) ca; € Ib; € J}.

7

An ideal I of a ring A is prime if it satisfies

abel=a€l or bel forall a,be A

If A is a Dedekind domain, I an ideal of A, I # (0),(1), we have a
factorization

I:pl"'pr

for py,...,p, prime ideals, unique up to order.

Example 2.8. Turning back to example 2.7, we can consider the principal
ideal (21) in Z[v/—5]. Its factorization in prime ideals is

(21) = (§7 V—>+ 1/)(?’7 V=0 — %)(;77 V=9 +§)(7a V—>5— %)
M b2 M b1
We have p1p2 = (3), p3pys = (7), p1p3 = (1—2 —5), Popy = (1"—2\/ —5)
We obtain then a further factorization in (non principal) prime ideals and
this factorization is unique up to order.

Definition 2.9. The ring of integers Ok of a number field K is a free Z-
module of rank n = [K : Q|. A Z-basis of Ok is called an integral basis of
K. As 7Z is a principal ideal ring, a subring of Ok is also a free Z-module.
An order of K is a subring O of Ok having rank n as a free Z-module.

In particular, the ring of integers Ok is an order of K. It is the maximal
order of K. For example, Z[/—3] is an order of Q(1/—3).

Definition 2.10. The discriminant of a number field K (over Q) is defined
by

disc(K') = det(Txp(asa;))

for (ay, -, ) an integral basis of K. It is independent of the basis choice.
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For a quadratic field Q(v/d), we have
1. If d = 2,3mod 4, we can take (1,v/d) as an integral basis of K and
obtain

a7 D) (2 0) g

1
2. If d = 1mod 4, we can take (1, +Vd

obtain

) as an integral basis of K and

) T(1+¢3

) 2 1
disc(K) = det 2 :det< 1+d>=d.
T(1+2\/El) T(1+d22\/3) 1 —

2.2 The class number

In order to obtain a group structure for the set of ideals of the ring of integers
of a number field, we introduce the concept of fractional ideal.

Definition 2.11. A fractional ideal of a number field K is a non zero finitely
generated Og-submodule of K.

Since O is noetherian, an Og-submodule a # O of K is a fractional
ideal if and only if there exists ¢ € Og,c # 0 such that ca C Ok is an
(integral) ideal of Of.

For a € K,(a) := {ax|r € Ok} is a principal fractional ideal. For
fractional ideals, the product is defined in the same way as for ideals in O.
With this product, the set of fractional ideals is an abelian group, the ideal
group I of K. The identity element is (1) = O and the inverse of an ideal
aisat={z € K|za C Ok}

Every fractional ideal admits a unique representation as a product

a= Hp”*’
p

where the product is taken over all prime ideals p of the ring Ok, with v, € Z
and v, = 0 for almost all p. The principal fractional ideals form a subgroup
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Pk of Ix. The quotient group Cx = Ik /P is called the ideal class group of
the number field K.

Theorem 2.12. The ideal class group Cx = Ix/Pk is finite. Its order hy
15 called the class number of K.

If [K : Q] = n, there are n different embeddings of K in the field C of
complex numbers. Let 7 be the number of real embeddings (i.e. with image
contained in R). The non real ones are s pairs of conjugate embeddings. We
have then n = r + 2s. In order to prove theorem 2.12 we define a map

j K Rr+25
by
j(@) = (p1(2), ..., pr(x), Re(o1(2)), Im(01(2)), ..., Re(os(x)), Im(os(x)))
for py, ..., p, real embeddings, o1, ..., 05 non real embeddings, one from each

pair of conjugate embeddings. For an ideal a, j(a) is a full lattice in R", i.e. a
discrete subgroup of R" with Z-rank equal to n. We apply then Minkowski’s
theorem on convex bodies.

The class number of the number field K measures how far is the integer
ring Ok from being a principal ideal ring. If K = Q(v/d), hx can be com-
puted by using the correspondence between the class group of K and binary
quadratic forms established by Gauss (cf. [Bul, [Z]). We have hx = 1 for
K = Q(v/d) (d square free integer), when

d=-1,-2,-3,-7,—11,-19,-43, —67, —163

and no other negative d. Gauss had already computed all these values of
negative d's for which hg 5 = 1 and Stark and Baker (late 1960’s) proved
that there are no more.

For d > 0, we have hQ(\/g) =1 for the following values of d < 100:

d = 2,3,5,6,7,11,14,17,19,21, 22, 23,29, 31, 33,37, 38, 41, 43, 46,
47,53,57,59,61, 62, 67,69, 71,73, 77,83, 86,89, 93, 94, 97.

It is conjectured that there are infinitely many quadratic fields of class
number 1. But it is not even known yet whether there are infinitely many
algebraic numbers (of arbitrary degree) with class number 1.
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2.3 The unit group

For an order in a number field, the structure of its group of units is given by
the following Dirichlet’s theorem.

Theorem 2.13 (Dirichlet’s theorem). Let K be a number field of degree
n, r be the number of real embeddings of K in C, s one half of the number
of non real embeddings of K in C. Let O be any order of K. Then there
exist units €1,...,6,t =1+ s — 1 such that every unit € € O has a unique
representation in the form

— ai ag
e=C(elt ...

where ay,...,a; € Z and ¢ is a root of unity contained in O. We call
€1,...,& a system of fundamental units of O.

To prove Dirichlet’s theorem, we use the multiplicative embedding
§: K*— R

x +— (log|pi(x)], ..., log|p.(z)], log|01(x)|2, . ,log|05(x)|2)

for py, ..., p, real embeddings, oy, ..., 0 pairwise nonequivalent non real em-
beddings. The image of the unit group by ¢ is a full lattice in the hyperplane
1+ ...+ x5 = 1. We can then apply Minkowski’s theorem on convex
bodies.

If Lisalatticein R" ey, - -+ , e, abasisof L, theset T = {z1e1+- - - zpem, :
0 < z; < 1} is called a fundamental parallelepiped of the lattice L. If we take
the maximal order Og, the volume of the fundamental parallelepiped of
3(O%) is v/r + sR, where R is, by definition, the regulator of the field K.

By applying Dirichlet’s theorem to an order O of a quadratic field K, we
obtain

1. For K = Q(v/d) with d < 0, we have r = 0,5 = 1 and so t = 0. We
obtain then that O* is reduced to the roots of unity in K, as we saw
above for Oj.

2. For K = Q(v/d) with d > 0, we have 7 = 2,5 = 0 and so t = 1. We
obtain then O* = {£1} x (), with (¢) ~ Z. We call € the fundamental
unit of O.
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If we take O = Z[Vd], d > 0, € = a + bV/d, then N(¢) = a® — b*d =
+1. Determining explicitly the fundamental unit £ amounts to solving the
diophantine equation a? — b*d = £1, known as Pell equation. The solutions
to Pell equation may be computed by means of continued fractions (see e.g.

[L]).

2.4 Continued fractions

If z is a real number, we define a sequence of integer numbers {a,} and a
sequence of real numbers { x,} in the following way

ap = [z], mo=2x—ag

where [ | denotes integer part. If o # 0

1 1
alz[—], r1 = — — Aap.
ZTo i

Inductively, if a, x; are defined and x # 0

1 1
Ap+1 = [—], Tp41 = — — Qp41-
T T

If xp = 0, the sequences {a,} and {z,} end with the terms ay,x;. The
sequence {a,} is called continued fraction of x.
For each integer £ > 0 we have the equality

1
IICLQ—F 1

a; +

as +

Jr
ar + T

We write x = [ag, a1, - - . , a + Tg).

Example 2.14. If z = n € Q, the continued fraction of x is obtained by

successive euclidean divisions:
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,
If m=nq +r; then ag = qq, xO:—l

n
)
Ifn=rigp+ry thena; =q, x1=—,
™
T3
Ifri =roqg3+1r3 thenas=¢q3, z9=—...
T2

The residues form a decreasing sequence of positive integers numbers, so
the continued fraction of a rational number is finite.

Example 2.15. We compute the continued fraction of z = /3.

1<vV3<2 = a=1,20=v3-1

1 V3+1 V3+1

;

— = = 1< <2 = =1 =
7o V31 2 2 @a=sn 2
1

—=V3+1 = w=21,=V3-1=u.

T1

So, from here on, the terms a,, z, are repeating and we have

a1 =1, w1 =(V3-1)/2
agk:2, $2k:\/§—1, kZl

We write v/3 = [1,1,2].

We note that the continued fraction of an irrational quadratic number is
always periodic.

Remark 2.16. Continued fractions are used in the Brillhart-Morrison fac-
torization method [B-M] to produce factor bases.

Definition 2.17. If z is a real irrational number, the k-th convergent of the
continued fraction of z is the rational number [ag, a1, . .., ax].

Example 2.18. The convergents of the continued fraction of V3 are:
[ag] = [1] =1

12



1
[ag,al]:[l,l]:1+—:2

1
1 5
lag, a1, as] = [1,1,2] =1+ —F=5~166...
145 3
2
1 7
[ag,al,ag,ag] = [1,1,2,1] :1+—1:—N1,75
4
1+ —
24 —
+1

[a07a17a27a37a4] = 1_ ~ 1,7272 ..

26
[ao, ay, az, as, ay, as) = IE ~1,733...

As we can observe in the particular case of our example, it can be proved
that the convergents of the continued fraction of a real number = are given
by irreducible fractions and converge to x. The k-th convergent gives an
approximation of z by excess (resp. by defect) if k is odd (resp. even).

The following theorem provides the fundamental unit of Z[v/d] and the
solutions to the corresponding Pell equation.

Theorem 2.19. Let d be a positive integer, which is not a perfect square.
Let p be the period of the continued fraction of \/d and let i—k be the k-th
convergent. The fundamental unit of Z[\/E] is bp—1 + cp_l\/a. ]}ts norm is 1
(resp. -1) if the period of the continued fraction of \/d is even (resp. odd)

Corollary 2.20. Let d be a positive integer, which is not a perfect square.
Let p be the period of the continued fraction of v/d and let b—k be the k-th

Ck
convergent.

a) If p is even, the smallest positive solution of the diophantine equation

X?—dYy*=1

is X1 = b,_1,Y1 = cp—1 and all positive solutions of this equation are the
integer pairs (X, Yx) given by

X+ YiVd= (X1 +YiVd)F, k>1.

13



The diophantine equation

X2 —dYy?=-1
has no solutions.

b) If p is odd, the smallest positive solution of the diophantine equation

X2 —dy?=-1
is Xi = by_1,Y1 = cp1 and all positive solutions of this equation are the
integer pairs (X, Yy) given by
Xp+ Y Vd= (X1 + ViV, kodd >1.

All positive solutions of the diophantine equation

X2 —dy?=1

are the integer pairs (X, Yx) given by

Xk—l—Yk\/c_i:(Xl—i-Yl\/a)k, k even > 1.

Example 2.21. We had /3 = [1,1,2], so the fundamental unit of Q(1/3) is
2 4+ /3. The integer solutions to #2 — 3y> = 1 are given by:

24+V3)?=7+4V3 — (z,y)=(7.4)
(2432 =26+15v3 — (x,y)=(26,15)...

The equation 22 — 3y? = —1 has no integer solutions.
Example 2.22. We compute now the continued fraction of v/5.

GOZ\/5,$0:\/_—2

a = [\/;_2} = V542 =42, =V5—-2=1

_ 2
We obtain then /5 = [2;4] and p = 1. The 0-th convergent is 2 = 7 50 the
fundamental unit of Z(y/5) is 2 + v/5, which has norm equal to —1.

14



The integer solutions to z? — 5y = 1 are given by:

24+V5)?2=94+4V/5  — (z,9)=(9,4)
(24+5) =161 +72v5 — (z,9) = (161,72)...

The integer solutions to x? — 5y?

(2+V5) — (z,y) =(2,1)
(24+V5)? =384+17V5 — (z,y) = (38,17)...

= —1 are given by:

In general, the explicit determination of a system of fundamental units
for an order O of a number field K is not so direct. It is possible to find
explicitly a number p such that the ball of radius p in the space R**t" must
contain a basis for the lattice 6(O*). Moreover, it can be proved that there is
a finite number of units in O* such that its image by ¢ is contained in such a
ball. From this collection of units, we can form all possible systems €1, - - - , &,
t = r+s, for which the vectors d(e1),-- -, d(¢;) are linearly independent. For
each such system we compute the volume of the fundamental parallelepiped
determined by the vectors d(ey),---,d(g;). That system for which this vol-
ume is smallest will be a system of fundamental units (cf. [B-S]). The reader
can consult [N] for information on algorithms for computation of units in
cubic and quartic fields as well as the determination of units in cyclotomic
fields.

3 Cryptosystems

3.1 A cryptosystem based on the unit group

H.C. Williams proposed in [W] a public key cryptosystem based on the unit
group of the order Z[v/C] of the real quadratic field Q(+/C) (see also [9]).

Let € = a; + b1v/C be a unit with N'(e) = a? — b2C = 1. We define
functions X,,,Y,, by

X”(ah bl) + \/EYn(alv bl) = €n7 Xn<a1, bl) - \/EYn(ala bl) = §n7
that is

e, +E"
2 )

€, +E"

E—E

Xn(a,b) = Y, (a,b) = b

15



We point out that
X2-0Y?=(e2)" = 1.
Also

Xn+m =2XnXn — Xn—ma

which implies that X,, depends only on a;. We obtain as well

Xnm(al) = Xn(Xm(al))'

We assume now that aq, by, C' are integers satisfying

(1) a? — Cb? = 1 (mod R)

for some integer R and define similarly functions X,,,Y,, which are now de-
termined modulo R. The preceding equalities are then now congruencies
modulo R. The cryptosystem is based on the following result.

Theorem 3.1. Let ay, by, C, R be integers satisfying (1) and suppose R = pq,
where p,q are primes. We assume the following conditions for the values of
the Jacobi symbols.

i () = vt o (©) = -atmoas, (2950)

and ged(Cbl, R) = 1. Let e,d be integers satisfying

(2) ed = (w ; D (mod w)
for
(3) w=(p—ep)(qg—¢y)/4
Then
Xged(al, bl) = ial
Yoea(ai,b1) = +by (mod R).
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To build the public cryptosystem, the designer must select two large
C C
primes p, ¢ and a value of C' such that p = —(—) (mod 4) and ¢ = —(—) (mod 4).
q

Since there are (p—1)/2 values (mod p) which have a prescribed quadratic
character (1 or -1) (modp), there must, by the Chinese remainder theorem,

be (p — 1)(¢ — 1)/4 values of C'(mod R) such that p = —(g)(modll),q =
p

C
—(—)(mod 4). Thus roughly one quarter of all integers possess this property.
q

The designer must also determine, by trial, a value of A such that the

A? —
Jacobi symbol ( I ¢ = —1 and ged(A, R) = 1. Finally, he selects a

value for e and solves the congruence (2) for d, where w is given by (3). He
makes the value of R, e, A, C public but keeps d secret.

We assume that the message M being sent is numerically encoded and
less that R. If this is not the case, M must be blocked in pieces that are less
than R. To M we associate integers T'(M), S(M) defined modulo R, given
by

T(M)+ S(M)VC =
<A+\/6)2(M+\/6)2 M2_C
A2 _\/g - C (mod R) when ( 0 ) -1
(M +vC)? Vo
“aEoc (medR) When( . ) o

The encryption and decryption functions are then based on the functions
X, and Xy but they are built in such a way that the original message is re-
covered when decrypted without the ambiguity in sign appearing in theorem
(3.1). It can be proved that breaking the system is equivalent in difficulty to
factoring the integer R.

3.2 A cryptosystem based on the class group

Buchmann and Williams [B-W1] have constructed a key-exchange system,
of the type of Diffie and Hellman scheme, which uses the class group of an
imaginary quadratic field (see also [B-W2]
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We consider a quadratic field K = Q(v/d) and its ring of integers Of-.
Let

w=+d if d=2,3(mod4)
14+ Vd
YT

if d=1(mod4),
so that O = Z[w].

We recall that for A the discriminant of K we have
A=4d if d=2,3(mod4)
A=d if d=1(mod4).

An ideal a of Ok is a free Z-module of rank 2. If o, € K is a basis
of a, we write a = [, #]. For an ideal a in O we can choose a basis in a
canonical way.

Theorem 3.2. If a is any ideal of Ok, then
a=la,b+ cwl
where a,b,c € Z and a > 0,c¢ > 0, |b] < a. Moreover c|a, c|b and ac|N (b+cw).

The basis with these properties is unique. It is called the canonical basis
of the ideal a. As (a) = Z N a, the element a is determined by a, we put
a= L(a).

The ideal a is called primitive when it has ¢ = 1 in its canonical basis.

Lemma 3.3. If a is primitive, then da € a such that
a=|[L(a),a] and |Tr(a)| < L(a).
Moreover the value of |Tr(a)| is unique.

The ideal a is called reduced if it is primitive and there does not exist a
nonzero (3 € a such that || < L(a). Reduced ideals are characterized by the
following proposition.

Proposition 3.4. o) Ifa = [L(a), o] is a primitive ideal of O with |Tr(a)| <
L(a), then a is reduced if and only if |a| > L(a),

A
b) If a is a reduced ideal of Ok, then L(a) < %,

18



c) Is a is a primitive ideal of Ok and L(a) < , then a is a reduced

VIA|
2
1deal.

All these results can be proved by using the correspondence between ideals
of the integer ring of a quadratic field and binary quadratic forms.

Proposition 3.5. Let a, b primitive ideals of O such that a = [L(a),al, b =
[L(b), 5] with |Tr(a)| < L(a),|Tr(B)| < L(b). If a ~ b, then L(a) = L(b
and |Tr(a)| = |Tr(B)|.

Corollary 3.6. There are at most two reduced ideals in any given equivalence
class of ideals.

It can be proved that each equivalence class of Cx contains a reduced
ideal.

3.3 Key-exchange method

In order to use the ideal class group for cryptographic applications, we need
to compute effectively the product of two reduced ideals of a quadratic field
and also a reduced ideal equivalent to the product. This computation can
be made more efficiently in a single step by using Shanks’ algorithm which
he called NUCOMP [Sh], see also [C].
The scheme of the key-exchange method is the following.

Two users A and B select a value of d such that |d| is large, and an ideal a
in Ok (K = Q(+/d)). The value of d and a can be made public.

1. A selects at random an integer x and computes a reduced ideal b ~ a®.
A sends b to B.

2. B selects at random an integer y and computes a reduced ideal ¢ ~ a¥.
B sends ¢ to A.

3. A computes a reduced ideal f; ~ ¢*, B computes a reduced ideal f5 ~ bY.

Then i ~ o = L(}) = L(f2) and [Tr(ap)] = [Tr(az)] for i =
[L(f1), 1], fo = [L(f2), s]. Thus A and B can either use L(f;) = L(fs) or
|Tr(aq)| = |Tr(az)| or parts of them as their common secret key.

The same idea can be used as a public key cryptosystem similar to El
Gamal’s. Then ¢ ~ a¥ will be B’s public key and if A wants to send M to
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B, he sends (M + L(f),b) where f ~ ¢ and b ~ a*. Then B can compute
f ~ bY, determine L(f) and recover M.

One problem that may arise in this scheme is that the order of the class
of ain Ck is small. This is however unlikely due to heuristic results by Cohen
and Lenstra. We can write the abelian group Cx as the direct product of
its 2-Sylow subgroup and its odd part. Cohen and Lenstra found that the
probability that the odd part of the class group is cyclic is 97.7575%. Some
other results give that the most probable form of Ck is the product of some
small group by a cyclic group of a big prime order. So the chance of selecting
a of small order in Ck is very small when h is large.

Another question is the relation between the size of the class number h
of the quadratic field Q(v/d) and the size of d. The Brauer-Siegel Theorem
states that

InVA ~ In(hgreg(K))

and empirical data even suggest
VA ~ hgreg(K).

We have reg(K) = 1 for K imaginary quadratic field, and reg(K) = loge,
where €1 is the fundamental unity, for K real quadratic field. So in the case of
a real quadratic field the size of the fundamental unity has to be considered.

Moreover for real quadratic fields the situation is different that the one
in proposition 3.5. There is a larger number of reduced ideals in every class,
arranged in cycles. If k is the number of reduced ideals in an ideal class, we
have the bounds

2reg(K) <k < 2reg(K).
InA = T In2

However in [P-S] a family of real quadratic fields with small regulator is
presented which appear to be adequate for cryptography.

Department d’Algebra i Geometria, Universitat de Barcelona, Gran Via de
les Corts Catalanes 585, 08007 Barcelona, Spain, e-mail: teresa.crespo@Qub.edu

Institute of Mathematics, Jagiellonian University, Reymonta 4, 30-059 Krakow,
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